ﬁ”SPHRAs

YeTBepTaa mexKAyHapoAaHaa HayyHasa LWKoAa

"YnpaBneHne UHUUAEHTAMU N NPOTUBOAEUCTBUE LieNeBbiM Knbep-
dunsnyecknm atakam B pacnpeaesieHHbIX KPynHOMACLUTAOHbIX
KPUTUYECKU BaXKHbIX cuctemax”

ATaKn UCTOLLEHUA pecypcoB Ha
Knbepdusmnueckme cucremol

JecHuuknin B.A.

CNM1NPAH
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Knbepdpusnyeckme cuctemol

Computation

Information

Systems

X

K®C — nHTerpauma KOMMYHUKaLMOHHbIX & BbIYUCAUTEIbHbIX
pecypcos B npoueccbl PU3NYECKOro ynpaBaeHuUs
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Obnactu

Satellite
Networks

Mobile
Networks

NPUNOXKEHUS

RFID &
Internet-
of-Things

Cyber-

Physical
Systems

Embedded
Systems

Wireless
Sensor
Networks
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[Mpnmepbl KOC: namba

SE‘HSGFS"

tank

data collectio 1,

data
exchange

operator

maonitoring
rules
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[Mpumepbl KOC: ceTb KPU3UCHOTO
yrnpaBaeHUA
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AND-aTaKku

e ATaku ncroweHus sHepropecypcos (AUI)

e ABTOHOMHOE PYHKLMOHUPOBAHUE
 becnpoBOAHblIE KOMMYHUKALLMK
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OcobeHHOCTHN AU

CNOXKHOCTb
obHapyKeHus

3PPEKTUBHOCTb

BApMaTUBHOCTb
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PaboTbl B npeameTHOM 061acTU
Analysis of misusing mobile device batteries [Shin, et al.,
2009], [Moyers, et al., 2010], etc.

Energy resource exhaustion attacks in WSN, inc. replay
attacks, broadcast attacks, etc. [Boubiche, et al., 2013],
[Krishnan]

Exploiting MMS vulnerability in battery exhaustion attack
ERE attacks of mobile devices [Racic, et al., 2006]

Jamming attacks [Karpagam, et al., 2013], [Periyanayagi, et
al., 2011], etc.

Denial-of-Sleep attacks in WSN, incl. collision attack,
overhearing attack, control packet overhead attack, etc.
[Goudar, et al., 2015], [Capossele, et al., 2016], etc.

Vampire attacks in WSN [Farzana, et al., 2014]
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Moaenun HapywuTena
(Rae, et al, 03)

Type, - no access (social engineering)

Type, - no direct access (TCP/IP based attacks from Internet)
Type, - remote access (Wi-Fi, IR, Bluetooth, etc.)

Type; - outward access (direct access to RS-232, 12C, etc.)

Type, - full access (tamper with microchip)

Classification of intruder capability levels (Abraham,
et al.,91)

Level, - public accessed tools, well-known vulnerabilities

Level, - specialized tools, previously unknown vulnerabilities

Level, - group of intruders level 2 (unlimited resources)
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e ATaKu

Tunbl AU

Forced waking of a sleeping device (Denial-of-Sleep)

Growth of wireless traffic

Electromagnetic jamming

Misuse of a device

25.10.2018



Ataku Tmna Denial-of-Sleep

m Reducing the time of a sleep mode

Features

Actions

Resources
and
possibilities

Conclusions

1. Presence of idle states of small energy consumption.
2. Using energy consuming wireless interfaces such as Bluetooth, Wi-Fi, etc.
3. Attack category <Types,& Type,, Level, & above>

idle mode = active mode

1. Superficial knowledge of Linux.

Downloading and installing typical software.

Capabilities of reproducing manuals.

2. Minimal time for deployment of a new attacking device is required after
the precursive software and hardware preparation.

3. Typical laptop/single-board computer.

4. Rooted Android.

1. Indirect impact on the device (i.e. wirelessly).

2. Attack distance - wave frequencies and the power of the antenna of the
intruder.

3. No need for an intruder to be authorized => complicates effective
protection
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ATaKn yBennvyeHmnsa becnpoBoaHOro

TpaduUKa

Increasing amounts of income/outcome data & decreasing their

Features

Actions

Resources and
possibilities

Conclusions

speed

1. Typically devices transmit data not permanently. An attacker is
to enlarge amounts of data transmitted and time of the
transmission.

2. Attack category <Types,&Type,, Level ,&above>.

Intruder logs in to the device and starts messaging.
To defeat authorization the one breaks the key or makes a replay
attack by some past legitimate traffic.

Basic knowledge on the target system.
Typical laptop/single-board computer.
Rooted Android.

Indirect impact (i.e. wirelessly).
Attack distance - wave frequencies and the antenna of the
intruder.
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Jamming-aTaku

To force the device to increase the signal power during the

communication.

Features

Actions

Resources and
possibilities

Conclusions

Normally wireless modules try to transmit at the minimum
power to reduce energy costs.
Attack category <Type,, Level,&above>.

Electromagnetic noising on wireless data transmission channels.

Tools to affect wireless channels.
Location in a short distance from the device.

Indirect impact (i.e. wirelessly).
Attack distance - wave frequencies and the antenna of the
intruder.
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ATaKu HEMNPAaBUJIbHOIO NCIMOJIb3OBAHUA

Waste energy by forcing the device to run some unnecessary
functions.

Features Attack category <Type,- Type,, Level,&above>.

Actions - extra CPU load,
- access to energy consuming memory,
- packet transmission via communication channels,
- multiple launch of applications,
- breaking/bypass optimizations,
- non-typical use of the software,
- remote desktop session, etc.

Resources and Penetration skills for direct/remote access to the device and run
possibilities malware on it.
Conclusions The attack assumes the deepest affection of the intruder to the
device.
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JKCNepuMeHTHI

* BbluncnenHune spdpektmsHoctn AU
* Proof-of-the concept

Case study 1 Case study 2

Smartphone LG Nexus 5 Wireless XBee module s2

L 4
~ , -’
- Denial-of-Sleep attack 7

~ ”
~ % -’
measurements
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Case study 1: moaenmpoBaHue atak
Tnna Denial-of-Sleep

Bluetoothct| —
device detection
& getting data

L2ping — series of
ping requests

File Edit View Search Terminal Help

:9C:BE:EBE
:48 B8-C9-DO
4D 9F MAKS
ﬁl 81 El 00 :DF S0-21-8B1-E1-00-DF

L Em:BQ:ﬂE.GE BE:EB
E 10:B3:1C:4D:9F PFF
Duviuq BE:CO9:DE:24:D7 :48 RSS

oth]# quit

Luntruller

‘rturn

. from
s Trom
25 Trom

. Trom

. Trom

. Trom

. Trom
s Trom
o5 from

root@kali: ~

[default]

-24-D7-48

Discovering: yes

EH BO9:A5:9C:BE:E6 kali [default]

:D 48

:D7:48 1
4:D7:48
4:D7:48
4:D7:48
4:D7:48
4:D7:48
4:D7:48
4:D7:48
4:D7:48

25.10.2018

SRS S I VI S Y

w0 oo

:9C:BE:E6

ime 12.43ms
a 11.22ms
e 8.7Z2ms
e 8.70ms
e 8.74dms
a 10 .02ms
e 8B.7Z2ms
e 8.74dms
e 12.46ms
e B.78ms

:07:48
(data size 600)

rli l iniiv



Case study 1: aHanu3 ataku

charge
%

100
o x
96

94 normal mode
92

90
88
86
84
82
80
78

attack

Q00 020 040 100 1:20 1:40 200 2:20 2:40 3JF:00 320 340 time
9dbDEeKTUBHOCTb aTaKu:

E_ delta(Qn) _ 35
delta(Qy )

by reading BatteryManager.EXTRA LEVEL

25.10.2018



Case study 2: moaenmpoBaHme aTaku
MnaDenlaI of-Sleep

- ERE attack
= Analyzer

Testing Ardum

XBee Explorer

Battery

by hardware sensor of the current (MAX471)
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Case study 2: aHanu3 ataku

SM = 4 (cyclic sleep mode)
ST = 1000 msec (time before sleep)
SP = 10000 msec (cyclic Sleep Period)

pLey MA 45 8
Lirracr MA 51 51

XBee config. parameters:

9PDEeKTUBHOCTb aTaKM:

b
EF IATTACK '(tz _tl)/_[ IIDLE (t)dt =4.488
b

mean value
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3aKn4YeHue

* BblBOAbI
— Pa3paboTtaHa aHanuTuyeckaa moaenb AN
— [lposedeHsbl aKcrnepumeHmeol Ha 2 npumepax rnpusoreHus
— BoiyucneHa agpgpekmusHocme amak muria Denial-of-Sleep
— lMpoaemMoHCTpUpoBaHa BbINOJIHMMOCTb AN
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KOHTaKTbI

JlabopaTtopuma npobaem KOMNblOTEPHOM 6e30NaCcCHOCTH
CMNNPAH :

— Pab. agpec: CaHkT-MeTepbypr, 199178, 14-a JinHua B.O. 39
— Ten.:+7(812)328-71-81
— URL: http://comsec.spb.ru

ABTOp:
— [AecHnukunin B.A., desnitsky@comsec.spb.ru,
http://comsec.spb.ru/desnitsky
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