: m
—_— — ) .
-_— - % i
= i
"Z===Educating the Next generation - Te pu S

experts in Cyber Security

The project has been funded by the European Commission. The Education, Audiovisual and Culture
Executive program (EACEA), TEMPUS IV. The content of this presentation reflects the opinion of the author.

CeTeBas 6e30MacHOCTb

Bundes-
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AHapeun YeuynuH

K.T.H., BeAywmnin Hay4yHbli
COTPYAHUK

CNMUNPAH



http://eacea.ec.europa.eu/tempus/index_en.php

|'OpI/ICTbIZ MECTHbIE U MeEXOYHapOoaAHblE
3adKOHDbI

CneumanucTbl No 6e30MNacHOCTMU:
MeToabl coopa 1 aHanu3a cnegos

TexHu4yeckume cneumanucTbli.
arinapartHbie U nporpamMmmMHbIie CpencTBa



Y10 Takoe KpMMUHANIUCTUKA?

Paspabotumku: SIEM, xpaHmnuiia v 1.4.

YyeHble: Mogenu n metoabl




Y10 TaKoe KpUMUHANTUCTUKA

O6nactb nCNONb30BaHUA

*Apmua

*[Tonnuna

*4aCTHbIN CEKTOP

*Hayka

UCTOYHUKU AaHHDbIX

Komnbtotepsbl (hard drives, memory, etc)

eXpaHunuwa aaHHbix (USB, DVD, SD, etc)

*MobunbHble ycTponcTBa (smart phones, cameras, etc)
etc servers)




YTOo TaKoe AOKa3aTenb

J1o0Ka3aTenbCcTBO — OCHOBHOMW 3/1EMEHT KPUMUHATUCTUKMU
LinppoBoe AOKa3aTenbCcTBO — 0600LWEHHbIM TEPMUH AN
onncaHmMAa MHGOPMaLUUN NN MATEPUANOB, XPAHUMbIX NN
nepenaBaembix B LMGPOBOM BMAEe ANA NPeaCcTaBNEHNA B
cyge

CeouctBa UMPpPOBLIX A0KA3ATENLCTB

*OHW JONKHbI ObITb CBA3aHbI C AENCTBUAMU JTIOAEN

*OHM AONXKHbI NE€rKo BOCNPUHUMATLCA B Y4AaCTHUKAMMU

cyaebHoro npolecca HanpamMyto Uan Yepes crneumasncros

*CH0p U XpaHeHMe [O/XKHbI COOTBETCTBOBATL 3aKOHAM




OpraHu3aumm m paspaboTumnkm

Figure 1. Magic Quadrant for Security Information and Event Management
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UccnepoBatenu

Sensors

~

Monitoring




e Korga ataka bbina obHapyKeHa?

e KakK aTtaKka bbls1a obHapyxKeHa?
*Cpeacteamu UB?
*bblna M OHa 3aA0KYMEHTMPOBAHA?
*OT no/sb3oBaTeNeEN?
e CepBep unn paboyaa ctaHumA?
*Ecnn cepsep, TO €CTb M 3aBUCUMOCTUN CEPBUCOB?
*MoXeT /In aTakoBaHHAA MaLLUMHA ObITb OTKAOYEHa?

® ATaKa elle NnpoaosKaeTca?
*A HYXHO, YTOObl OHa NpPoAoNKanacb?

e C KEM Mbl JONKHbI TOBOPUTL?
® O yem Mbl AONKHbI FTOBOPUTL?




PaccnepoBaHue

*Cbop aaHHbIX (imaging, live forensic, logs gathering, etc)
*/13BNneyeHmne aokasatenbcTs (recovering files, searching
for hidden traces, extracting logs, decrypt data, etc)
*AHaNIN3 AOKa3aTenbcTB (reconstructing of events, step by
step analysis of the chain, creating time line, etc)
°[lpeacTtaBsieHne AoKa3aTenbCcTB (report writing,

presentation of the results for the curt)




Incident
recognition

Incident
analysis

Images
Acquisition

Liukn paccnepoBaHus

Evidence
Search

Images Evidence
Analysis extraction

Timeline Reporting
Analysis Analysis




[lpoTOKOANDbI

OSI Model

Data Unit
Data
Host
Layers
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Packet
Network .
Layers rame
Bit

M N W A U1 O N

Layer Function

Application Network process to application

Data representation, encryption and

Presentation ;
decryption

Session Interhost communication

End-to-end connections and

Transport S
P reliability, flow control

Path determination and logical

HEpNaIE addressing

Data Link  Physical addressing

Media, signal and binary
transmission

—_—
e
—

Physical




[lpoTOKOANDbI

Application layer

Transport layer

Network layer

Data link layer

Application Data

TCP Header | Application Data

"— TCP Segment —"

|P Header | TCP Header | Application Data

|P Datagram

Ethernet
Header

|P Header | TCP Header | Application Data

Ethernet
Checksum

Ethernet Frame

ey ———
—



80 00 20 YA 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 hytes) (4 bytes)

Ethernet Type Il Frame
(64 to 1518 hytes)

S
——



Internet protocol

Bit +0..7 +8..15 +16..23 +24..31
0 Version [lee:gfhr DSCP ECN Total Length
32 Identification Flags Fragment Offset
64 TimeTo Live Protocol Header Checksum
96 Source IP Address
128 Destination IP Address
160 Options (if present)
Payload

ﬂh—




Transmission Control Protocol

TCP Header
Offsets Octet 0 1 2 3
Octet | Bit | 0| 1| 2| 3| 4| 5| 6/ 7| 8| 9/10(11(|12|13(14|15|16|17(18(19|20(21(22|23|24|25(26|27|28|29|30|31
0 0 Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number (if LCE set)
ClE|U|&[BE|R|B|F
Reserved | n
12 96 Data offset Wl S| B8 laf2| T Window Size
000 s
R|E|G|K|H|T|N|N
16 128 Checksum Urgent pointer (if UrG set)
20 160 Options (if data offset > 5. Padded at the end with "0" bytes if necessary.)




HTTP header

Request Answer

GET /HTTP/1.1 HTTP/1.1 200 OK

Host: engensec.eu Server: Apache

User-Agent: Mozilla/5.0 (Windows NT 6.1; X-Powered-By: PHP/5.6.23

WOW64; rv:47.0) Gecko/20100101 Firefox/47.0  X-Pingback: http://engensec.eu/xmlirpc.php
Accept: Vary: Accept-Encoding
text/html,application/xhtml+xml,application/xm Content-Encoding: gzip
l;9=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ru-RU,ru;q=0.8,en- Content-Length: 10725
US;g=0.5,en;q=0.3 Accept-Ranges: bytes

Accept-Encoding: gzip, deflate Date: Wed, 20 Jul 2016 23:05:34 GMT
X-Compress: 1 X-Varnish: 1112361889
Proxy-Authorization: Age: 0
9bf685378c35f7b9a320da2a9dcddd9ffbe670c4c Via: 1.1 varnish
cc0584c0ae897ebfbb9387b Connection: keep-alive

DNT: 1

Connection: keep-alive




Mpumep. PULLINHT

UcxoaHble AaHHbIe

[eHbrn XepTebl OblAM YKpaaeHbl Yepes
bUWKMHroBbIN BeH-canT




Mpumep. PULWINHT

Mpumep orBeTa whois cepBepa:

cxoaHble AaHHbie From WHOIS.NIC.RU:
[leHbru epTBbl 6bIN YKpaaeHbl yepes domain:  COMSEC.SPB.RU

bUWKMHroBbIN BeH-canT

nserver: dnsl.yandex.net.
nserver: dns2.yandex.net.

M _ o state: REGISTERED, DELEGATED
Domain registration info person: Private person

Hostlng info e-mail:  ****@comsec.spb.ru
Advertisements, spam messages, etc descr: Laboratory of Computer Security

Transaction information

, _ o _ Problems of the St. Petersburg Institute for
Interaction with a victim (web-forms, email

Informatics and Automation of the Russian

messages, etc) Academy of Science (SPIIRAS)
descr: 14 line, Vasil'evskiy island.
descr: Saint-Petersburg
descr: Russia

registrar: RU-CENTER
created: 2010.04.24
paid-till:  2017.07.02

source: RU-CENTER
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OSI Model
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End-to-end connections and

Transport S
P reliability, flow control

Path determination and logical

HEpNaIE addressing

Data Link  Physical addressing

Media, signal and binary
transmission

—_—
e
—

Physical




[ae moryTt 6bITb NOTU?

Web Browser Web Server
Requests web pages from Stores htrl files in directores
server via URLs and returns them as web pages
o browsers

HTTP Request ——> '

<;'=I HTTF Responss




[ae moryTt 6bITb NOTU?

Web Browser
Requests web pages from Stores htrl files in directores
server via URLs and returns them as web pages

HTTP Request |::}

<;'=I HTTF Responss

Web Server

1o browsers

-

® bpaysep

e CpeacTtBa ceteBoM be3sonacHocTH
® AHTUBUpPYC

e OnepaynoHHaAa cucrtema

® DNS cepsepa

® CeTeBana 6e30nacHOCTb

® Beb-cepsep

® [lpnnokeHuns Beb-cepsepa
® baHHepbl N Np. peKksiama

e Cnepyrowmmn seb-cepsep

® [IpoKcu cepsep

e COPM

e NT.A.

===
—‘1—



CodT ana paccnepgoBaHuUA

91an cbopa AaHHbIX

etcpdump, etc

3Tan ussaeyeHnA AaHHbIX
e\Wireshark, etc

3Tan aHaaAu3a AaHHbIX
Network Miner, etc

JTan npeAacTtaBieHUA AaHHbIX

*Microsoft Power Point, Word, Open Office, etc




KOHTaKTbI

NabopaTtopua npobaem KomnbloTEPHON Be30nacHOCTH
®reyH CrMNPAH:

— NouTtoBbin agpec: 199178, CaHkT-MNetepbypr, 14-a nuHna B.O., .39

— TenedoH: +7(812)328-26-42

— ®akc: +7(812)328-44-50 @ %
— URL: http://comsec.spb.ru

MexayHapoaHaa nabopatopusa MHGopMaLMOHHOM Be3onacHOCTH
Knbepdpusnyecknx cmcrtem Yuusepcuteta UTMO:

— NouTtoBbin agpec : 191002 , CaHKT-MNeTepbypr, JlomoHocoBa 4. 9

ABTOp:
—  YeuynuH Anpapeis, chechulin@comsec.spb.ru, http://comsec.spb.ru/chechulin



http://comsec.spb.ru/
mailto:chechulin@comsec.spb.ru
http://comsec.spb.ru/chechulin
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