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RESEARCH IN PROTOCOL SECURITY

MAIN TOPICS
I Validation of the security of a protocol

I Find attacks on existing protocols

I Develop new secure protocols

ASSUMPTIONS
I Flawed protocols are either patched or withdrawn

I Interoperability concerns are less important than security
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UNREALISTIC ASSUMPTIONS

COMMENTS
I Interoperability often more important

I Patching an attack may lead to new attacks
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DEFENSE-IN-DEPTH APPROACH

DEFENSE-IN-DEPTH
Intelligence + counter-measures:

I Use a monitor to get information on the current state of the system

I Deploy counter-measures against detected attacks

System protected from attacks even when components are insecure

DEFENSE-IN-DEPTH FOR SECURITY PROTOCOLS
1. Identify attacks on deployed protocols

2. Identify a subset of agents that can cooperate to try to mitigate the attack

3. Monitor the executions of this protocol

Abort an execution assessed to be an attack

4. This presentation: differentiate a normal execution from an attack
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REST OF THIS PRESENTATION

FORMALIZATION
I Knowledge sharing defined by a monitor protocol

I Definition of an attack presentation

I Attack detectability decision problem

EXISTING RESULTS
I Static equivalence: routinely employed to prove secrecy as

indistinguishability

I Compilation of protocols computing the set of tests and constructions an
implementation of the protocol should perform

I Apply the latter to detect attacks in practice
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STRANDS AND TRACES

STRAND
I Points of sequential execution in a distributed system

I Definition of protocol roles from a MSC presentation

TRACE
Sequence of reception (?) and emission (!) of messages

PRESENTATION OF A DISTRIBUTED SYSTEM
I A finite set of strands Σ

I A function tr mapping each strand to a trace
(Σ, tr)
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APPLICATION

PROTOCOL DEFINITION
I Protocols defined by a MSC

I A protocol is a couple (ΣP , trP)

I The strands in ΣP are the roles of the protocol

PROTOCOL EXECUTION
I Agents execute roles of the protocol

I Each agent can execute only one role

I Execution of a protocol (ΣP , trP) defined by a tuple (ΣE , trE ,RE ) with:
RE : ΣE → ΣP

I Note: An agent playing several roles is represented using distinct strands
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MONITOR PROTOCOL

FACT
All messages constructed by an agent can be constructed from its inputs

⇒ messages sent by an agent provide no additional information

MONITOR
I A monitor protocol for P = (ΣP , trP) is a protocol (ΣP , trM)

I Strands of the monitor are roles of the protocol

I Constraint: a trace of a strand in the monitor has the same input
messages as the corresponding trace in P

Limits available information to that available in one session

I Messages sent by all strands in the monitor protocol are received by a
unique agent, the Monitor

Ensures different executions have the same structure
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COMPILATION OF A PROTOCOL

COMPILATION TARGET: ACTIVE FRAMES
Sequential processes, 2 possible activities:

RECEIVE x (?x ): receives a message and store it in x

Check the messages received according to their expected pattern

SEND x (!x ): sends the value stored in x

Construct the value from available ones

CHALLENGES
INTER-OPERABILITY: Compute how a message sent is constructed from

available values

PRUDENCE: Compute a set of checks that is both minimal and as complete
as possible
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MODELING

AVAILABLE CONSTRUCTIONS
I Functions in a library

I Abstract Data Type approach: semantics of functions defined by an
equational theory

DEDUCTION SYSTEM

({x1, . . . ,xn→ f (x1, . . . ,xn)}f∈Fp⊆F ,F ,E ):

I F is the set of function symbols and constants used to describe the
library

I Fp is the set of functions in the library

I E is an equational theory

car(cons(x , l)) = x
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SIMPLE EXAMPLE
DEDUCTION SYSTEM

({x → h(x)},{h/1}, /0), model for perfect hash functions

EXAMPLE COMMITMENT PROTOCOL

(?h(M);?M; !ok): a role receives a commitment on a message M, then later
the message itself.

TARGET

(?x1;?x2; !x3)

1. On the first message, no check is possible

2. After receiving the second message the role must check h(x2) = x1

3. There is an infinite number of possible tests, but they are all entailed by
this one

4. x3 = ok, a simple construction
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SIMPLE EXAMPLE, VARIATION

DEDUCTION SYSTEM

({x ,y → h(x ,y)},{h/2}, /0), HMAC of message x with key y

EXAMPLE PROTOCOL

(?K ;?M; !h(M,K )): Initial knowledge is a shared secret K , a role receives a
message M and replies with the HMAC of this message.

TARGET

(?x1;?x2; !x3)

1. No meaningful check between the first two messages

2. x3 is constructed from x1,x2 with the equation x3 = h(x2,x1)
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MORE COMPLEX EXAMPLE (1/2)

DEDUCTION SYSTEM

The operations in the group (Z,0,+,−), the equations in the theory of groups,
terms are vectors of Zn, where n is the number of constants

a1 + a2 + a2 + (−a3)−→ (1,2,−1)

PROTOCOL

(?M1; . . . ;?Mk ) where Mi are vectors in Zn
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MORE COMPLEX EXAMPLE (2/2)
MATHEMATICAL MODEL
I trace ϕ = (?M1; . . . ;?Mk ) interpreted as:

fϕ : Zk → Zn

(x1, . . . ,xk ) 7→ x1 ·M1 + . . .+ xk ·Mk

I Every test satisfied on the trace can be reduced to~x ∈ Kerfϕ
I A message M can be constructed iff M ∈ Imfϕ

CRYPTOGRAPHIC PROTOCOLS CASE
I Similar to this mathematical model

I On terms (expressions) in a first-order signature not vectors!

I Almost always an infinite number of possible tests

I Difficulty: existence and computation of a “finite basis” for these tests
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INTEROPERABLE IMPLEMENTATION
INTEROPERABILITY

If the messages effectively received follow the pattern given in the protocol, the
responses also follow this pattern

NOTATIONS
I input(t), the message received in the trace t presented as messages sent

I ϕ · t : when t contains only sent messages, the trace of messages sent
and received given the actions described in the active frame ϕ

CONFORM IMPLEMENTATION

(ΣP ,φ) is a conform implementation of (ΣP , trP) if:

∀r ∈ ΣP ,φ(r) · input(trP(r)) = trP(r)

Question: Can a recipe constructing a term from a set of terms be computed?
Ground reachability problem
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PRUDENT IMPLEMENTATION

CONTEXT
I Term C build with public functions on variables x1, . . . ,xn and names

I C[x1, . . . ,xn] · (t1, . . . , tn) = C[t1, . . . , tn]

CONSTRUCTIBLES TESTS

Equalities C = C′ with C,C′ contexts

TESTS SATISFIED BY A TRACE tr
tr |= C = C′ if C · tr =E C′ · tr

TEST SET OF A TRACE (KERNEL)
The test set of tr is the set of constructible tests satisfied by tr
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REFINEMENT
DEFINITION

t refines t ′ iff every test satisfied on t ′ is satisfied on t iff the test set of t ′ is
included in the test set of t .

FINITE BASIS PROPERTY

For every trace t one can compute a finite set of tests T such that every trace t ′

that satisfies T also satisfies all equations in the test set of t

USAGE
I Compute the finite basis for input messages in the prefixes of the trace of

a role

I Tests are performed as soon as possible

PRUDENT IMPLEMENTATION
Active frame that accepts only sequences of messages that pass all tests in
the test set of the trace defining the role
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IMPLEMENTATION OF A MONITOR

PRINCIPLES
I A protocol monitor is a protocol

I We only need to compute a conform implementation

Tests are performed in the implementation of the protocol

I The monitor receives the constructions on the messages received by the
strands

I The constructions do not depend on an actual execution but their result
does
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GENERIC APPROACH
ATTACK PRESENTATION
I An attack is an execution of the protocol

I It has to be given together with the execution expected for the same set of
agents (strands in the execution) for any further computation to make
sense

ATTACKS AND MONITOR
I The active frames of the monitor protocol compute messages sent to the

monitor for the each execution
I Consider:

I the sequence of messages received by the monitor in the normal execution
I the sequence of messages received by the monitor in the attack

I The attack always refine the normal execution (for prudent
implementations)

I The attack is detectable if it is not refined by the normal execution
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EFFECTIVE COMPUTATION OF TESTS
CASE OF UNDETECTABLE ATTACKS

I If the attack is not detectable, we know there is no test that can
differentiate an attack from a normal execution

I The monitor protocol has to be changed so that participants provide more
information to the monitor

NOTE ON POSSIBILITY OF DETECTION
An orwellian monitor that receives all the information of all participants can
guarantee that the information sent by one is indeed received by the other
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EFFECTIVE COMPUTATION OF TESTS
CASE OF DETECTABLE ATTACKS

I The monitoring of an attack can be implemented just like a normal
protocol specification

I The execution of the monitored protocol is aborted when this
implementation of the attack monitor executes correctly

i.e., if all tests are satisfied

I Free generalization:

all refinements of the attack are detected
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EXTENSIONS
CONCLUSION
I Computing the implementation of the monitor protocol is automated

I But devising the monitor protocol is too protocol-specific or even
business-case specific that cannot be securely guessed

I A trust relationship between strands in the protocol is needed to automate
further

FOCUS ON A SET OF PROPERTIES
I Goal is to amend protocols automatically when a flaw has been

discovered by an analysis tool

I We plan to rely on the analysis to construct the protocol monitor and the
tests automatically

GET RID OF THE MONITOR
I Information sharing among participants seems easier to automate

I We plan to provide a decentralized monitor for the usual functions

I Needs trust relationship between strands in the execution
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