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[Mapa cnoB 0 moen KomnaHuu un cebe

F-SECURE FREEDOME

Tracker Mapper for Freedome on julkaistu! Karttanakyma
kertoo, kuka yrittaa seurata sinua verkossa




A: ADVANCED

CNnoXXHbi, NPOABUHYTbIN

UHTepnpeTaumna:

1. Mcnonb3oBaHWE TEXHONOTMYECKN HETPUBUANbHDBIX, CKPbITHbIX
MeTo40B HabntoaeHnA, NPOHUKHOBEHUA 1 cbopa AaHHbIX;

2. CnoXXHOCTb onpeaeneHnAa NCTOYHUKA aTaKKn, ee 3aKa3umnKa U
MOTUBOB;

3. CNnoXXHOCTb OUEeHUBAHMA NOCNEeACTBMM aTaKM N OpPraHn3aLmm
NanbHENLLEro NpoTMBOAENCTBUA.



P: PERSISTENT

CywiecTsylowWwmnii AnuTesibHoOe Bpems

UHTepnpeTaumnAa:

1. [nutenbHbln nepunoa nepuoga HabatoaeHmnsa, cbopa n nepecblKku
nHbopmaumnm (ergo, BpeJOHOCHbIN KOA «}KUBET» B NepUmMeTpe
0b6beKTa aTakm ANnTeIbHOE BPEMSA);

2. B npouecce NOnNbITOK Ha4aNbHOTO MPOHUKHOBEHUA, OO BbEKT

noaBepraeTca NOCTOAHHO HapacTalowWemy AaBAEHUI0 CO CTOPOHDI
aTaKyloLlero.



T: THREAT

Yrpo3a, UCTOYHUK ONACHOCTHU

UHTepnpeTaumnAa:
1. BpegoHoOCHaa nporpamma
2. KomnbloTepPHbIN 3N10YMbILLINEHHUK

3. [paBUTENbCTBEHHAA UM KOMMEPYECKan OpraHmn3aums,
HaueNeHHan Ha CKPbITHbIN A0CTYN K MHGOPMALIMKU, COCTABAAIOLLLEN
rocyJapCTBEHHYIO MM KOMMEPYECKYIO TalHY



T: THREAT (2)

CHINA'S COMPUTER NETWORK
OPERATIONS TASKING TO PLA UNIT
61398 (61398%RFAN)

Our research and observations indicate that the Communist Party of

China (CPC,A[EZ™ %) is tasking the Chinese People’s Liberation Army
(PLA,AEA RBEE) to commit systematic cyber espionage and data theft
against organizations around the world. This section provides photos and details
of Unit 61398 facilities, Chinese references discussing the unit’s training and
coursework requirements, and internal Chinese communications documenting
the nature of the unit's relationship with at least one state-owned enterprise.
These details will be particularly relevant when we discuss APT1’s expertise,
personnel, location, and infrastructure, which parallel those of Unit 61398.

Emblem of the People's Liberation Army



PbIHOK cpeacTts npotusoaenctema APT

®unHaHcoBbIM NporHo3 (mapa. USD)
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PbIHOK cpeacTts npotusoaenctana APT

OcHoBHble TpeboBaHus (1)

e ObHapy*eHue BI1 (ctatnyeckmin, AMHaAMUYECKMI aHaNn3; OLEeHKa
penyTauuu, pacnpocTPaHEHHOCTU; 3BPUCTUYECKUNE CPEeaCTBA);

* CeTeBOW 3KpaH, punbtpauma URL;

* 3awmTa noutoBbiXx U Web cepBepoB, N0Nb30BaTENbCKMUX KIUEHTCKUX
NPUNOXEHUN;

* CKaHupoBaHue nosBepx SSL, aHanm3 3aWmneHHOro TpaduKa;
* CpeactBa GOpPEHCUKN N aHANN3 YA3BUMOCTEN HYNEBOTO AHA;
* 130n1auma NnpuioKeHnn (KapaHTUH U NecoYHULb).



PbIHOK cpeacTts npotusoaenctana APT

OcHoBHble TpeboBaHusA (2)

* MHTerpauus c Active Directory (LDAP);
* CpeacTtBa NpoTnBoAencTema ytedukam nHbopmaumm (DLP);
* 3aLmMTa MOBU/IbHBLIX YCTPOMCTB;

e LleHTpannM3oBaHHOE ynpaB/aeHNe 3aLlnTbl CETEBbLIX PECYPCOB U
No/ib30BaTeNeu;

* O6HOB/IEHMSA B pea/ibHOM BPEMEHM;

* Cpe,EI,CTBa MOHUTOPUHIA N aHa/1IN3a COCTOAHUA BCEW BbIYUCUTENIBHOM
cpedbl ANA BblABIEHUA aTaK U €e NOTEHUNA/TIbHO YA3BUMbIX

/1EMEHTOB.



PbIHOK cpeacTts npotusoaenctana APT

OCHOBHblE UTPOKU
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BapuaHTbl moaenen APT (Giura & Wang)
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BapuaHTbl moaenen APT (FireEye)
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Mcnonbsyemaa moaenb APT

* HabntoaeHume (Reconnaissance aka Recon)

* HayanbHoe npoHUKHoBeHMe (Exploit)

e [loctaBka ocHoBHOro ¢pyHkumoHana (APT kit delivery)

* PacnpocTtpaHeHue (Lateral movements & privilege escalation)
e Cbop aaHHbIX (Data collection)

* KonnposaHue aaHHbIX (Data exfiltration)

B onncaHHou nocnenoBaTe/ZibHOCTU WWAaros BO3MOXXHbI LUK/bI.



da3a HabaoaeHun
2

C&C Exfiltration

e



Llenn ¢a3bl HabaoaeHuA

* [TonyyeHne nHbopmaumm ob ob6bEKTE aTaku

e [laHHble 0 BU3HecC npoueccax

* [NepeyeHb OCHOBHbIX KNIMEHTOB, cybnoapAaa4YnKoB U T.4,.

* OnpeaeneHune Kntovesblx cOTpyaHUKOB, JIMNP n cdepbl MX NOAHOMOUMI
* JlaHHble O COTPYAHWUKaX OpraHn3aunu

* [locewaemsble pecypchbl Internet, noytosble agpeca v T.4,.

* [lenosble CBA3U, KPYr 3HAKOMbIX 1 BAU3KNX Apy3ei
* [1aHHble 06 OpraHM3aUMOHHO-LUTAaTHOW CTPYKTYpPE OpraHu3aumnm

e 1aHHble O BbIYMCAUTENBHON MHPPACTPYKTYpPE OpraHmn3aLmu

e CeteBaa MHOPACTPYKTYpa
* Mcnonb3yemble NporpammHble peLlleHuns



da3a HabnoaeHua: Utor
1r 8
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Llenun n cpeactea $pasbl Ha4aNbHOTO
NPOHUKHOBEHMA

* [I[POHUKHOBEHME B CETb OPraHMU3aL UM

* CpeactBa AOCTAaBKU Ha4yaNbHbIX BPEAOHOCHbIX NPOrpamm
e «Spear phishing» (BBoaaLwMe B 3abayKAeHME NoYTOBbIE COOOLLEHNA)
* «Watering hole» (BpemeHHOe 3apaxKeHne nocelaemblx BHELLHUX Pecypcos)
* Monb3oBaTenbckme USB sticks

* YcnewHas ycTaHOBKa onopHoro 63akaopa

¢ OCVLLI,eCTBIIeHVIe 3dlYCKa
* Py4yHown 3anyck
* Ncnonb3oBaHWe yA3BMMOCTEN HY1EBOIO AHA



da3a Ha4yabHOro NPOHMKHOBEHUA
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da3a Ha4yabHOro NPOHMKHOBEHUA




«Spear Phishing» n «Watering Hole» aTaku

Date: Wed, 18 Apr 2012 06:31:41 -0700
From: Kevin Mandia <kevin.mandia@rocketmail.com>

Subject: Internal Discussion on the Press

Release H © ¢ 1+ 4 E). = You have 1 new fax, document 000220964 - Message (Plain Text) T W —
MESSAGE

Hello,
Shall we schedule a time to meet next week

Fri 27/11/2015 06:25

Interfax <incoming@interfax.net>
You have 1 new fax, document 000220964

We need to finalize the press release.

Details click here.
To

| _ | fax000220964.zip (2 KB)
of

A new fax document for you.
Please check your fax document in the attachment to this e-mail.

Scanduration: 20 seconds
Scanned at: Fri, 27 Nov 2015 04:17:14 +0300

Sender: leffrey Bowers

File size: 242 Kb

File name: fax000220964.doc
Scan quality: 100 DPI

Pages sent: 8

Thanks for using Interfax service!

% 3 1ﬁr
L ‘; W’ # 4| Interfax No Items BI _




da3a nocTaBKM OCHOBHOIo PpyHKLMOHaNA
£ S

Exfiltration




$a3a 4OCTaBKU OCHOBHOIO pyHKLMOHana: Utor




Llenn n cpeacTtea ¢asbl
NOCTaBKMU OCHOBHOIO PYHKLIMOHANA

* OnpepeneHne NCTOYHMKA OCHOBHOTO PYHKLIMOHANA
* [Nocpeacrtsom C2 cepsepos

* Ero nonyyeHune n yctTaHoOBKa
e Co3paHune, moandpuKkauma, yaganeHme n 3anyck nporpamm
* MOHUTOPUHT KNaBUATYpPbl U ABUKEHNIN MbILLIN
* Moandpunkauma cCUCTeEMHOro peecTtpa
* YnpasaeHue npoueccamu
* [lonyyeHne 1 oTNpaBKa AAaHHbIX NO CETU
» C6b0p naponeun n apyron peneBaHTHOM MHdopmaumnm
* YnpasaeHne Nonb30BaTE/IbCKUMU CECCUAMMN
* NT.A.



Pas3a pacnpocTpaHeHuA




Llenn n cpeactaa dasbl pacnpocTpaHeHmn

* Pa3BeakKa

e C60p AONONHUTENBHbIX AAHHbIX O KOHOUTYPALMU CETU U NpPaBax
noJsib3oBaTenieun

e OcyuwecTBneHne «ropu3oHTabHbIX» NEPExXoaoB B PaMKaxX CETeBOM
MHPPACTPYKTYPbI aTaKyeMoro o6beKTa
¢ I'Ionyqume NOJIHOMOYUU dOAMUHUCTPATOPA aTakoBaHHOM ceTu

e OcyLlecTB/ieHMe «BePTUKAbHbIX» Nepexoa0B B paMKax ceTeBom
MHPPACTPYKTYPbI aTaKyemoro obbekTa



$a3za pacnpocTpaHeHua: cbop MHPopMaLUn

@echo off

ipconfig /all>>"”C:\WINNT\Debug\1l.txt”

net start>>”C:\WINNT\Debug\l.txt”

tasklist /v>>"C:\WINNT\Debug\l.txt”

net user >>”C:\WINNT\Debug\l.txt”

net localgroup administrators>>”C:\WINNT\Debug\l.txt”

netstat —ano>>"C:\WINNT\Debug\l.txt”

net use>>"C:\WINNT\Debug\l.txt”

net view>>”C:\WINNT\Debug\l.txt”

net view /domain>>”C:\WINNT\Debug\l.txt”

net group /domain>>”C:\WINNT\Debug\l.txt”

net group “domain users” /domain>>”C:\WINNT\Debug\l.txt”

net group “domain admins” /domain>>”C:\WINNT\Debug\l.txt”

net group “domain controllers” /domain>>”C:\WINNT\Debug\l.txt”
net group “exchange domain servers” /domain>>”C:\WINNT\Debug\l.txt”
net group “exchange servers” /domain>>”C:\WINNT\Debug\l.txt”
net group “domain computers” /domain>>”C:\WINNT\Debug\l.txt”




Pas3a pacnpocTpaHeHuA




da3a pacnpoctpaHeHus: céop nHpopmauum (1)

Tool Command line Gul ‘ Local ‘ Remote SAM NTDS.dit Password history




$a3za pacnpocTpaHeHua: cbop MHPopMaLUn

@ mi;ﬁcétz 2.0 alpha »64

B isi8:3:s 48 mimikatz 2.8 alpha (x64) release "Kiwi en C" (Sep 30 2013 23:42:609)

i SRR
it 2 N B e o3 %

Ht \ ~ Hi Benjamin DELPY ‘gentilkiwi® ¢ bhenjaminCPgentilkiwi.com
‘H#HHE v HW http://blog.gentilkivi.com/mimikatz

' junny’

with 18 modules * »x x/

mimikatz # privilege::debhug

iPrivilege ’28° OK

imimikatz # sekurlsa::logonPasswords full

lAuthentication Id
iSession

iUser Name

i Domain

msv =
[68BBARHBA3 1
»* Username
»* Domain

»* LM

»* NTLM
spkg :

»* Username
»* Domain

»* Password
wdigest =

»* Username
»* Domain

»* Password
kerberos :
* Username
»* Domain

Password

>*
ssp -

B ; 196180 (BABBARAGA:PABB2fe54)>
Interactive from 1
user

UM-7?x64—-test

Primary
user
UM-7x64—-test
BABRNBBRRBBARNBBRRBBREBBRARBBARNEGBA
5058dcdf3965e4cf£f53994h1302e3174

user
UM-7x64—-test
ImagineTryingToCrackSomeSuperLongPRSSuwBrdLikeThis???

user
UM-7x64—-test
ImagineTryingToCrackSomeSuperLongP@5SuBrdLikeThis???

user
UM-7x64—-test
ImagineTryingToCrackSomeSuperLongPRS5uwBrdLikeThis???

2



das3a pacnpocTtpaHeHus: Ntor




Pa3bl cbopa 1 KONUMPOBAHUA AAHHbIX

* Cbop 1 0606WEHNE AOCTYMHbIX AAaHHbIX, NPeaBapuUTenbHas
06paboTKa, aIKcnepTmn3a

* DopmmnpoBaHmne MHPOPMaALMOHHbIX 61OKOB, TPEbyIoLWNX OTNPABKU Ha
CTOPOHY 3aKa34MKa aTaku

* LlndpoBaHMe 1 CKPbITHAA Nepecblka MHGOPMALIMOHHbIX 6N1OKOB Ha
BHelWHWe cepBepa



Llenun ¢pa3bl cbopa AaHHbIX

TIMELINE OF APT1 COMPROMISES BY INDUSTRY SECTOR
2006 2007 2008 2009

Information Technology

Transportation

®
High-Tech Electronics

Financial Services @
Navigation @
Legal Services @9 .

Engineering Services @

Media, Advertising and Entertainment @




Pa3za cbopa AaHHbIX

Tweets n Howard Fontenot L~ 9 Follow

FontenotHoward
[mycode]-deepspaced.uni. me-(mycode]

/] native towm “Talls 113

uri!wpo7VkkxYt3Md/JOnLhzRL2FJjY8l2It

4 Reply T¥ Retweet

Jhonny Thomson

[mycode]deepspaced. unl. me{mycode] Favorite ees Kore

ul tnuu NIS MEposSHory EXpiore reaiures enterpris< 220 p.m. -Feb 19, 201
Jhonny Thomson
[mycode]{test}imycode]
PaulSec / tWittor { to @FontenotHoward
Jhonny Thomson
<b>Tweet</b>
' A fully featured backdoor that uses Twitter as a C&C server ®2013 Twitter About Help

(D 5 commits ¥ 1 branch 0 releases an 1 contributor

u Branch master~  twittor / +

.:8 PaulSec updated the doc Latast commit bcad493f on 9 Sep

=) requirements txt Addad re



Pa3a KonnpoBaHMA AaHHbIX: ATOr




OueBnaHble KOHTpMmepbl (1)

* YKpynHeHne KOHTPO/IMPYeMOro KOHTEKCTA
* AHanu3 oTaenbHbIX apTedakToB (Hanpumep, pannoBbiXx 06bEKTOB) HEAOCTATOYEH
* [TOMMMO CYLWECTBYIOLLIUX MCTOYHUKOB MHPOPMaLUK, TpebyeTcs BKAOYEHME B
KOHTEKCT pAAda AONONHUTENbHbIX
* CeTeBad aKTUBHOCTb
e CobbiTna hpannoBom cuctembl
e }W3HEHHbIN UMKN NPOLLECCOB U USMEHEHME UX COCTOAHMUSA
e CobbITNA CMCTEMHOIO peecTpa
* Cobbitna OC

* Heobxogumo ¢popmuposaHue npoduien nosegeHUA ANA NPUNONKEHNN,
NoNb30BaTe/IEN, XOCTOB, CETEN, OPraHn3aLmn

* Heobxoammo obecneyeHue cBaA3n npodunen PasIMYHOro TUNa

* LleHTpanunsoBaHHas ob6paboTka nHbopmaL MK, MOCTYNAIOLLLEN OT KarKaoro
KOHTPO/INPYEMOro XOCTa




OueBnaHble KOHTPMEPDI (2)

* AAaNTUBHOCTb NPOAYKTA
* YTOYHEHME KOHTEKCTA BO3MOKHOWM yrpo3bl Mo 3anpocy onepaTtopa

* BO3MOXHOCTb nepeHocCa Ha NoTeHunasibHO 3apa>KEHHbIIZ XOCT
AOMNONHUTENTbHDbLIX YTUNUT, NOATOTOB/NIEHHbLIX OMNEPATOPOM

/ J/1boUbdHVIC LAOIIOJIAVIIC/IDADIA V JHYHAVIRUDB LUdHAHADIA, 5d4c V FU

BeCbMa HEOXUAAHHbIX ANA TPAaANUMOHHON AV MHAOYCTPUN:

e «Cnenkn» coctoaHnA $anaoBOUN CUCTEMbI, HACTPOEK, YCTAHOB/IEHHbIX
obHOBNEHUM U T.N.

* KOHTPO/Ib CETEBDLIX AaHHbIX HA YPOBHE NPUK/IaAHbIX CETEBbLIX MPOTOKO/10B
* OTaenbHble CUCTEMHDbIE }KYPHAbI
* ObHapyrkeHue npotnsoaemnctena Entropy Checkers



|IOC: npumep ana Stuxnet (Mandiant)

= <ioc id="ea3cablc-72ad-40cc-abbf-90846fadafec” last-modified="2011-11-04T1%:35:05"=
<short_description>STUXNET VIRUS (METHODOLOGY)</short_description> ATp n 6YTb| PE32
+ =description=</description=

<keywords>methodology</keywords=> ~ <Indicatoritem id="b%ef2559-cc59-4463-81d9-52800545¢16¢" condition="contains">

<authored_by>Mandiant</authored_by> <Context document="Fileltem" search="Fileltem/PEInfo/Sections/Section/Name" type="mir"/>
=authored date=0001-01-01T00:00:00=/authored_date> <Content type="string">stub</Content>
<links/= </IndicatorItem>
—<IndicatorItem id="156bc4b6-a2al-4735-bfe8-6c8d1fT7eae38" condition="contains">
<Context document="Fileltem" search="Fileltem/FileName" type="mir"/>
<Content type="string">mdmcpq3.PNF</Content>
</IndicatorItem>

YcTaHOBNEHHble ApaiiBepa CoaepKMMoe CUCTEMHOTO peecTpa

— <Indicator operator="AND" id="422ae9bf-alae-41f2-8e54-5b4c6f3e1598"> — <Indicator operator="AND" id="d8d9b32c-f648-4552-9805-93¢c05e¢d48219">

— <Indicatorltem id="e93f1610-daaf-4311-bef3-3aecef8271c0" condition="contains"> - <Indicatorltem id="c08044e7-e88¢c-433¢c-b463-763bdddeff82" condition="contains">
<Context document="Driverltem" search="Driverltem/Deviceltem/AttachedToDriverName" type="mir"/> <Context document="Registryltem" search="Registryltem/Path" type="mir"/>
<Content type="string">fs_rec.sys</Content> —<Content type="string">

</Indicatorltem=> HKEY LOCAL_MACHINE\SYSTEM\ControlSet001\Services\MRxNet\ImagePath

+ <IndicatorItem id="72476f35-8dea-4bae-8239-7¢22d05d664f" condition="contains"></IndicatorItem=> </Content>

+ <IndicatorItem id="f98ea5aa-9¢23-4f18-b871-b3cfSbals3fe" condition="contains"></IndicatorItem> </IndicatorItem>

+ <Indicatorltem id="32f61140-0f58-43bc-8cdd-a25db75¢ca6cd" condition="contains"></Indicatorltem=> — <Indicatorltem id="38dfb382-ebbe-4685-bbb7-60675b91bd15" condition="contains">

</Indicator> <Context document="Registryltem" search="Registryltem/Text" type="mir"/>

<Content type="string">mrxnet.sys</Content>
</Indicatorltem>



|I0OC: npumep ansa Duqu (Mandiant)

—<ioc id="72669174-dd77-4ade-82ed-99a96784f36e" last-modified="2012-01-05T02:49:14"=
<short_description=DUQU (METHODOLOQOGY )=</short_description>
+ <description></description=
<authored by=MANDIANT=/authored by=
<authored date>2011-10-21T16:13:31</authored date>
+ <links></links>

ATpnbyTbl 3neKTpoHHOM noanucu (PE32)

— <Indicator operator="AND" id="e4deb0af-7558-498e-b953-6e70ec694767"=
— <IndicatorItem id="d5b29cfe-8599-498a-b805-326273fel1 0c5" condition="contains">
<Context document="Fileltem" search="Fileltem/PEInfo/DigitalSignature/CertificateSubject" type="mir"/>
<Content type="string">C-Media Electronics Incorporation</Content=>
</IndicatorItem=
— <IndicatorItem id="1ca2947c-0b26-409¢-93d2-28{6b364bc0b" condition="contains">
<Context document="Fileltem" search="Fileltem/FileName" type="mir"/>
<Content type="string">cmi4432.sys</Content>
</IndicatorItem=
</Indicator>

CoAepPKUMOE CUCTEMHBIX }KYPHAN0B

— <Indicator operator="AND" id="e59031e1-1al5-42be-8cae-198e69¢c88ced">
— <IndicatorItem id="0f00{74d-c2ff-4c24-9334-bcfa8430a00b" condition="is"=
<Context document="EventLogltem" search="EventLogltem/type" type="mir"/>
<Content type="string"=>Error</Content=
</IndicatorItem>
— <IndicatorItem id="a3ae813d-27b1-49d5-8057-04d0702eb3ee" condition="is">
<Context document="EventLogltem" search="EventL ogltem/source" type="mir"/>
<Content type="string">=DCOM=/Content=
</IndicatorItem>
— <IndicatorItem id="al0{c902-a5fa-4f1a-87a7-ad7855066bel" condition="1is">
<Context document="EventLogltem" search="EventLogltem/EID" type="mir"/>
<Content type="int"=3221235481</Content=>
</IndicatorItem>

CocToAHWe aApecHOro NpocTpaHCcTBa NPOoL,Eccos

—<Indicator operator="AND" id="1bd40{96-b1bc-43ef-b482-5d2e81fa6da7"=
—<IndicatorTtem id="2e0bd752-975b-4155-94ad-2ab760a%9a53a" condition="1s">
<Context document="Processltem" search="ProcessItem/name" type="mir"/>
<Content type="string">winlogon.exe</Content=
</IndicatorItem>
— <IndicatorItem id="174d0bcd-4325-4416-805d-87dce4c51b47" condition="containsnot'"=>
<Context document="Processltem" search="Processltem/SectionListMemorySection/Name" type="mir"/>
<Content type="string">winlogon exe</Content=>
</IndicatorItem>
—<IndicatorTtem id="5215ed3f-7795-4689-801b-13373da473{6" condition="1s">
<Context document="Processltem" search="ProcessItem/SectionListMemorySection/Injected" type="mir"/>
<Content type="string">TRUE</Content=>
</Indicatorltem=



[Mpobnema PCl DSS

Payment Card Industry Data Security Standard, ctaHaapT 6e3onacHoOCTH
MHbopmaLnn ANA MHAYCTPUM NAATEXHKHbIX KapT.

KoHPAUKT TpeboBaHUN 3aWNTbI AaHHbIX AeprKaTeneun KapT u
peanns3aymnm mep no CTPOromy KOHTPO/IHO AOCTYyNa:

1. MNpobnema perynapHbix 06HOBNEHUW;

2. [pobnema ueHTpanm3oBaHHOM 06PabOTKM MHPOPMALUK B
cmctemax npotusoaenctana APT,



Machine Learning u npotusoaeuncrsme APT

Splunk Acquires Caspida

Extends Security Analytics Leadership by Adding
Behavioral Analytics to Better Detect Advanced and
Insider Threats

SAN FRANCISCO - July 9, 2015 - Splunk Inc. (NASDAQ: SPLK), provider of the leading software platform for real-time
Operational Intelligence, today announced it has acquired Caspida, Inc_, a leading innovator in machine learning and
behavioral analytics. Under the terms of the agreement, Splunk has acquired all of the outstanding stock of Caspida for an
aggregate purchase price of approximately $190 million, including approximately $127 million in cash and $63 million in
restricted Splunk securities.

The combination of Splunk® and Caspida™ technology revolutionizes the security market by unifying world-class breach
response with breach detection. Recent high-profile breaches show virtually all attacks happen with compromised
credentials, and automated detection leveraging machine leamning is the future for detecting known and unknown threats
from insider and external attackers. Splunk customers now have out-of-the-box user behavioral analytics to help detect,
respond to and mitigate these threats. This combination of Splunk’s leading machine data platform with Caspida software
provides the most comprehensive security analytics solution available today.



Machine Learning u npotnsogemncrasue APT (2)
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Machine Learning Is
Cybersecurity’s Latest Pipe
Dream

Rather than waste money on the unproven promises of
ML and Al, invest in your experts, and in tools that

enhance their ability to search for and identify
components of a new attack.

Related ContentSponsored by @& Malware

Resource

Malware removal efficacy: 17 security
products tested for malware removal
and repair

Strong anti-malware is the backbone of
your security strategy. No matter how
good the rest of your network's security
is...

Tech Brief: An inside view of a
Zero-day campaign

Cybercriminals work tirelessly to find new
vulnerabilities in popular software —
sometimes more tirelessly than the
actual software developer.

Anti-exploit tools: The next wave of
enterprise security

From malware to ransomware to state-
sponsored hacks, today's threat
landscape is more complex. ..



Bavkanwee éyaywee APT

B cooTtBeTcTBUM C nporHo3amm Jlabopatopumm Kacnepckoro u
HekoTopbix Apyrnx AV BeHgopos, B 2016 roay moxXHo byaeT
HabntoaaTb cneayowme TeHAEHUNN:

1. CHuXKeHMune «NoCTOAHCTBA» aTakK

1. Pe3naeHTHOCTb
2. bectenecHoCTb

2. CHWXeHue «NPOoABUHYTOCTU» aTakK

1. TlpoTnBoaencTBUE BbiABIEHNIO UCTOYHMKA (3aKa3umMKa) aTaku (COKpbITUE
TTP Tpmaapl)

2. CHWXXeHue nspgepxek
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