TEXHONOIU
ABTOMATU3IUPOBAHHOIO
BbIABNEHUA BPEAQOHOCHOWU
AKTUBHOCTU B PACCNNEAOBAHUU
KOMNBOTEPHbIX AHLUUWOEHTOB
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BOINPOCDbI U TEPMWRHOJIOIMMECKAYZI BASA

1. AHanNU3 UHCTPYMEHTapPUA HapyLwuTeneu
M TUNOBbLIX 3TanNOB peanusauuu
aTaKyrouwux Bo3aenucTeuu

2. TexHonoruu BbiABNeHUA BpeAOHOCHOU
aKTUBHOCTMU B paccnenoBaHuu
KOMNbLIOTEPHbLIX UHUUOEHTOB

KomrnibromepHbil UHUUOeHmM — cepud HexenartesribHbIX (HeoXuaaHHbIX)
coObITUM B cuctemMe 6e30MNaCcHOCTU CETU, KOTOPbIE MMEIOT OONbLLIOW LWAHC
CKOMMNPOMETNPOBAThL OnpeaerieHHble ornepaunn U rnoctaBuUTb No4 Yrposy
3awmTy nHopmauunn.

ObpamHbIU aHarnu3 pesyribmamog MOHUMOoOpUHa2a — MeTo UccrefoBaHug,
XapaKTepunsylLLNNCH BbIOESIEHUMEM U U3YYEHWEM OTAENbHbIX CODbITUN,
CBA3aHHbIX C PYHKLUNOHNPOBAHMEM CETEBLIX OOBLEKTOB.




LEJIEAATIPABJIERHRDIE ATARV

|
tent Threat

(APT — Advancead Persis

LleneHanpaBneHHble APT-aTtaku <:> - HANPaBNEHHOCTb HA KOHKPETHble O6BbEKTHI,
«MHOWBUAYaANbHLIW NOAX0A»;

Stuxnet, Duqu (2011), Red Oct (2012), = TWaTenbHad MacCKMpoBKa cﬁopa OaHHbIX X
NPUCYTCTBUS;

Mask, Icefog (2013), Funny worm (2014) | afanTauMs K KOHTPMepam;

Ataku Ha Sony, Nortel Nerworks, - NOMHbI KOHTPOIb HaA 06BEKTOM-KEPTBOW;

NPOMbILINEHHbIE 00 BbEeKTbI - Mepapxus poneit;

Nepmanun u K0.Kopen (2015) - ICNONb30BaHWE IKCMNMONTOB «HYNEBOro AHA»

= TWatenbHaa MaCKUupoOBKa BCeX 3Tanos.

7

Nmap RPC SCAN

Fake Antivirus & Zero access Rootkit...

Fake Adobe Flash Player Updater (UPDATE1.AZUREWEBSITES.NET)...
Phishing E-Mail-Subject: AUFFALLIGE KONTOBEWEGUNG...
ShellShock (Bashdoor) (CVE-2014-6271)

Metasploit IE Aurora exploit Win7

Angler EK Exploiting Adobe Flash with CFG Bypass (CVE-2015-0359)
2015-02-06 Crypto Wall 3.0 infection traffic...

.. KAK MPABUNO, CBA3AHBbI...




ARAJIVIS TUTIOBb

IX 9TAIOb PEAJIMSALUN AP T-ATAR

1

Cbop gaHHbIX

0] Ll,El'IEEDﬁ CUCTEME, UCMNOJTb3YA {bHLIJHHF-EiTaI{H, counalnibHyH MHXKEHEPWHO,
MHOroaTarnHble CKaHMpoBaHUA U NaccuUBHbIN aHanu3 Tpacbmxa

:_ ¢ [peaBapuTenbHan akcnnyartauus :
I'| 2| nepeuyHoe 3| Backdoor- 4| PasBepka |
: NMPOHUKHOBEHMUE, WHULManu3auus, BHYTPEHHEeW ceTn, | |
| MCNonNb3ysa co3gaHue C&C- aetanusauns I
| | 3apaxeHHble web- > cepsepa, Wudp-e > MHbopMauum ans '
| pecypcbl 1 C uenbio obxona COKPbITUSA |
I malware C3A NPUCYTCTBUSA :
- —— H _— Y r
\ 4
S NMocT-akcnnyara- 6| YAepxauue ! CokpbiTHe
LiMs1, YCTaHOBMNEHWE BIMARWA, cnenos
BLINOSIHEHWE eNCT- P
KOHTpONA U »> . ) BpegoHocHoro 10
paclumpeHne BvM, VICNOTIB3YA KOMT C MCMONb30BaHUEM
. peccuio, WndpoBaHue, )
npUBUNErMAN paciLennexme Rootkit-oB




AHAJINS RCTPYNE

YA3BUMOC?

EW U TECTUPOBAHUSA HA MNP

HTOB UCCIEAC

BAHA

ORNKHOBEHRWE

- 4

7

HaseaHue ,an:F;:;:Hi:aa Mnardopma MpoBepku GeszonacHocTH OrpaHnyeHun (HepocTaTKK)
YaaneHHbIn ayauT OTKPbIThIX NOPTOB,
Nmap 6.49 BETA1 Bepcuin hyHKUMOHMPYIOWKX CNyx, Hmaxaﬂsgoucr:qc:ic:; w}?ﬁe:ngcnm{aunm
TMnoB u Bepcun OC P y
OTcyTCcTBME MHCTPYMEHTOB KOHTPONA
YaaneHHblh ayguT BoNblUMX agpecHbIX | COCTOAHWMA COegUHEeHWI, yyeTa TaluM-
ZMap 1.2.1,02.2015 NPOCTPAHCTB M NoaceTen ayToB, NOBTOPHOW OTNPaBKM
nakeTos, 6anaHCUpPOBKN Harpys3Ku
Mmutaumnna artak, obHapyxeHne yass- y
Metasploit 496 nmocTten, npoeepku IDS/IPS, B Eonz'“g';HHOC;gag;%zgﬂlgg::ﬁ:gb”b'
SKCNMNOWTOB, WENNKOAOB, AOKYMEHTaunmn
Salma 0.9 Bo3aMOXHOCTE UCNONb3-9 yaaneHHon Bl Hwuakasa npon3BoanTENbHOCTL Ha
q P . Kpoccnnar ONA U3BNeYeHna JaHHbiX 0b akcnnonTax CTOpPOHE cepeepa
A o BHOCWT 3agepKkn 1
MEHH
Dsniff 2.3 1:1:)0;?_'30 oe ﬂaccuagcfozﬁ;?ﬂ%?:::;fggf:;momen AOMONHUTENBHY Harpy3ky Ha
OTKDBITHIM noacwuctemy obpaboTkm
OWASP MNCXOAHbLIM MoeHTndukaums XSS-yasemmMocTen,
ZAP 2.3.1 KOJOM SQL-MHBEKLIMM Hwakaa ckopocTe
3.0.0 alpha 2/ BO3MOXHOCTb OTNPABKN NPON3BOMNbHbIX Hw3akas ckopocTb W TOYHOCTb
Hping ) :]2 2013 nakeToe, ayanT NOPTOEB, BEPCUIKA HHEHTHd}HKaLIHH
' ¢’3"H'{""”°H"ijm”"”x cnyx6, vnoB OC I, - 25 NpON3BOANTENBHOCTE, aTakn
Wireshark/ 1.12.5/ MaccueHbln MOHMTOPUHI Bonee 300 nepenonHeHms Bydepa, ya3BMMOCTH
TShark 05.2015 NPOTOKONOB, Npoeepka cbopkn nakeTtoB | B SnifferDecompress wiretap, dissect
Cap 0.2/ Ananua epeagoHocHoro MO / MpoBnemsi npu 0bpaboTkn dannos
Tipper/ 0 2 2/ HNeobdpyckauna BpegoHOCHOrO Koaa, 6oneworo obvema / HeobxogumocTs
JSDetox/ 59 2 '201 5 ckpuntos / Web-uHtepdheinc ana pa3paboTku Aon. MHCTPYMEHTOB
Snorby... e Suricata, nogagepxka npasun Snort asTomaTM3aumm
et aasmui cianposansi, | o PR IO orpasen o
Nessus Kommepueckoe ynpaeneHne obHOBNeHUAMMK, aHanms [N 32PErVCTPMPOBAHHBIX
MaxPatrol 6.3/03.2015 gggﬁﬂnl_?a- BpeaoHocHoro MO NONb30BATENE




AHAJIV
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ViETOLODB

BOSLENC BN

HAPYLUUTENEW NMPU PEATIU3ALIUU APT-ATAK

MeToabl MeTtoabl
Stan . y MeToabl 0GHapyxeHus
BO3AeUCTBUU A 2 npeaoTrBpalleHnA
] CkanupoeaHue noptos, | NIDS; Router, Web, Firewall Firewall ACL, Security Education

coumalnbHad NHXEHEPUA

logs

®Ouwundr, USB- Website-
Infection, Watering Hole

HIDS; NIDS; Mail, Web
application filter

NIPS, Application Firewall

Rootkit, C&C Server

HIDS; NIDS; aHTBmpycHoe MO

Firewall ACL, NIPS

(=2 2 NS ) B I O P T I\

NIDS, HIDS

CermeHTaumst cetu

Malware, Botnet

HIDS, NIDS, aHTnBMpyCcHOe
MO, Logging, Audit trail

NIPS

Firewall ACL, cermeHTaumns cetu

Rootkit, Altering Log
Records, Altering File
Dates

Virus scanners, Traffic lensors

HIPS, NIPS




IPELJIAI AEMDBIE 10OA4AX04dbl R NOCTPOERVIO
[IEPCIERTUBHDBIX CUCTENM MOHWUTOPWHI A
e ™\ 4 A
CpenctBa CpenctBa
MoHuTopuHra UTKC MOHUTOPUHra
AONMXKHbI _e AOIMKHbI ObITb
koHTponuposats BCE MHoroobpasue Tunos H BonbLuoi 06bem WHBApUAHTHDBI K
6e3 ucknioyenus 1 BbICOKast CTENeHb ceTeBoro Tpaduka, WHCTannMpoBaHHOM
WHhopMaLMOHHBbIe KOHLeHTpaLumm KOTOpPbIA HEBO3MOXHO y npuknagHomy MO,
B3auMogencTeuA ) (pyHKUMI NpUKNagHoro KOHTponuposaTtb be3 onuvpaTtbCcs Ha
p — MO, Hanuume ywepba ans obobueHHoe
Ha OCHOBE Npouneil: 3aKpBITbIX MPOTOKOOB NPOU3BOUTENIBHOCTH npeacTaBnexue
- CeaHcoB B3aMMOAeVCTBMA || 1 ONepaTUBHOCTH MHOPMALIMOHHBIX
Heizaﬂupnaaﬂuu; ;.l MHorooBpasue B3aMMOAenucTBUMN
- PPEeKTHOro ucn-s CROXHOCT
DNS/DNS Enumeration, apanTauuun “ npuknapgkoro MO u .
SSL/TLS; NOBEPEHHBIX CPE/ICTB ggi;ﬁ?{%ﬂ*;;gjg‘;;ﬁ HonXHbl ObITL
- HETUNOBbIX 3alThbl K K NOSBAEHMIO peann3oBaHbI
NPOTOKONOB, COBPEMEHHEIM YA3BUMOCTEN U MeXaHWU3MblI
wudcpoBanus, Cro; CpeACTBaM CeTeBoro pacnpocTpaHeHuio onpepeneHus
- K-CEPBEPHOTO B3-A C MORMTOPYRIE JI\ ' spenowocroro MO 3TanoB peanu3aunm
ncn-em XSS-TyHHeneu; ;‘ ﬁ APT-arak Ha UTKC u
- MHXEKTUPOBaHUA NPOrHo3MpoBaHUA
None3HbIX Harpy3oK u HaMepeHUH
| BbINOMTHEHUA CKPUNTOB | \ HapyLuTeneu )




LEJN N SAOAYUN CPEOCTB PACCIIEOOBAHUA

KOMMbIOTEPHBIX MHUMOEHTOB 16

MOHUTOPUHI MarnucTparbHbIX
KaHarnoBs nposangepos

Llenu:

S

3apgaum:

1. llonyyeHne p[aHHbIX O CTPYKType ceTu oO0bekTa MOHUTOPWUHra,
NOCTPOEHME KapTbl CETEBOro0 B3anMOLENCTBUA

2. [lNonyyeHne xuT-nucToB Bepcun yctaHoBneHHoro [10O (6paysepos,
TmnoB n Bepcun OC) no ID CVE (gaHHbIX akcdunsTpauum)

3. [lony4eHune cnucka 3apaxeHHbIX TEXHUYECKMX YCTPOUCTB M NpUBSA3KA K
y3nam faHHbIX O nopsiake paboTel Nonib3osartenen B cetu VIHTepHeT

MOHWUTOPUHT NTOKanbHbIX CErMEHTOB
(BbISIBNEHNE NHCaaepa)

OCcobeHHOCTU U orpaHNYeHus:.

BO3MOXHOCTb paboTbl C AaHHbIMKW DOonbLoro obbema B pasnuyHbix dopmatax (.pcap,

pcapng, .ncf u gp.);

HeobXxoauMOCTb  aBTOMAaTU3NPOBAHHOM

MPOTOKONOB;

0bpaboTkM  MakcumarnbHOro KonuyecTtBa

orpaHn4eHHoe BpemMAd nposBegeHnda aHalrnmsa, CBA3aHHOE C AVHAMUKON OOBLEKTOB

ceTeBbIX UHPPACTPYKTYP);

MacwTabupyemocTb, BO3MOXHOCTb WCMNOMb30BaHUS Ha Pasfn4YHbIX MNpPOrpaMmMHO-
annapaTtHbIX nrartgopmax (yHMBepCcanbLHOCTb);
BO3MOXHOCTb 00600LEHNS PA3HOPOAHON TEXHNYECKON MHAOpMAaLMN. ..
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KUSHEHHE

b/ LIMKI NPOL

1

AHanuTnyeckoe

KON J HOTEPHE

=1),

ECCA PACCIJIEHOBAHWA
(

MHUMLOERTODB

OonncaHue NpoueccoB
CyObeKTHO-00beKTHOrO
B3auMOAENCTBWA B
KOHTPONMUPYEMOH
(nccneayemon) UTKC

v

2| on pegenexHne
MHOMXECTE KOnu-
4EeCTBEHHbIX U Ka-
4eCTBeHHbIX NPU3HAKOB
ANA NpeacTaBneHun
BapMaHTOB Pa3BUTUA
cutyauun Ub B HTI{E_,

MonuTtuka GesonacHOCTH KOHTPONMPYEMOW
(nccnegyemon) UTKC

—_—— e — — —

Fm o — — — —

A I A
* 1 [

3 PopmupoBaHue
Habopa MeToOo0B K
CpeacTB MOHWTOPUHIa
UTKC, nepBuuHan
obpaboTka nony4YyeHHbIX

OaHHbLIX

e —— e ——— — —

ik

Bl npodhmnen

coBbITUN

"

4 Bepudmkaumnsa un

npocgunupoBaHne
cOOLITHIA
MHOpPMaLMOHHON
bezonacHocTH .

____.r"' e — — —




TAKCOHOMUA

TUNOBOI O STAIIA T1E

BV4YH0I O
r\r)rrd J:“Jd

[IPORVIKHOBERWA T1PU PEAJINSALVI J

compromisedwebsite

afghanchopankebab.ca- GET /reviews/

\ 4

redirect | ezdomainset.net - GET /zxzzzzzdddff/?id=mx

Y

A4

wu3.zuxixamydu.com - GET /zyso.cgi?18

A 4

|_¢

3 Nuclear EK at
ksrgm.fieldingclerk.in.net

Neutrino EK at
eikohhou.tieshuwo.com:8000

Nuclear EK at
stavl7.fieldingclerk.in.net

N
MSIE exploit
CVE-2013-2551

!

A 4
Silverlight exploit
CVE-2013-0074

A4

A4

MSIE exploit
CVE-2013-2551

Y

Malware payload - EXE file
40.0 KB (40,960 bytes)

Malware payload - EXE file
83.3 KB (85,305 bytes)

Malware payload - EXE file
96.3 KB (98,617 bytes)

v v
TCP traffic seen to Asprox-style callback
85.17.137.213 port 33 UpdateFlashPlayer_02e6195c.exe

286 KB (293,462 bytes)

v
Click-fraud traffic

\’

no traffic noted




TRO-TTPOI PANMNMROI O

":rJ'/J}J RONMIIBbHOTEPHDIX

L)

HanpaBneHus

IBM System X 3250 COBepLUEeHCTBOBaHUA.

(2 x Intel Xeon 3520, 32 o O3V, 1
2 To HXXMA 15K SAS 6Gb) '

YyeT AUHAMWUKN U3MEHEeHUSs
CBOWCTB KOHTPareHToB
2. Paspabotka  TexHonoruu
MHOrOMepHOro oTobpaxeHus
obbekToB 1 cybbektoB UTKC
3. CoBeplieHCTBOBaAHNE METOAMUK
aHanu3a ceTeBoro Tpaduka
4. BoiseneHne C&C kaHanos
ynpaBneHus

5. BbigsBneHne mMeTogoB U
é“‘c"“\ CPEeOCTB  MPOHUKHOBEHWA  Ha

Aironet |

1300 / OCHOBE CTAaTUCTUK

Cisco 2960

}{

“a,— ,

Eacnpnsonuou = 1

J 6. lNonyyeHue AoONONMHUTENBLHBIX
nonklomaTEniciui ¥, AaHHBIX O CTPYKType 0bbekTa Ha

CerMeHT ~

\ Lm‘iwnhwﬁ:ff:" ocHoBe nepenasaemoi  BMO
SeseeT N T T Hopmaymm

Nonb30BaTenbCKUA
CErMeHT

;"‘in




NOACUCTEMA AHAJIMSA BPELOHOCHOI'O TPA®UKA

PUKJIALRDBIX TE IJSKO)‘JJJ‘JJ/rJ/J ALMNOHHDBIX TTPOTOKOJIC

-

Noaocuctema aHanusa BpegoHocHoro DNS-Tpaduka }

A

ID | QaTta nobaeneHna | JlomeH | IP | Reverse Lookup | Onucanne | PeructpaTtop | CTpana
|
\ J
GeolP.db
[ Noacuctema aHanusa BupycHoro u EXPLOIT-Tpachuka ]
_——-_n='\_'\~_'_'—-\_\_\:\___:__\-_-_
APT | CRIME | UPDATE |MOBL | EXPLOIT GET | DEL | PUT | CONNECT

f / POST | HEAD | TRACE | OPT

ID | lata npobasnexua | Tun | Cemeiicteo | Method | PathDetails | DLSample Strings
Header | UsrAgnt | lMopt Notes | MD5s | RefURL | Jata ewixona | CVE ID 3Tan

v

, NVD-Import.exe

[ﬂo.qcumema aHanu3a aHTMBUPYCHOro Tpaduka

< 4 CMWCOK YCTaHOBNEHHOro
E/ aHTusupycHoro No

~

[ Noacuctema aHanusa Tpaduka o6HOBNEHWUI & CrUCoK ycTaHoBneHHoro CMO v

Iﬁl pecypCoB-UCTOYHMKOB OBHOBNEHWUIA




CNACuUb0O 3A BHUMAHMUE!



