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* It is became known that John received several spam messages from
Lisa

*You decide to take up the issue in detail

*What should you do?




Info from Lisa

eLisa said that she didn’t send these messages
*She use a web mail — yahoo.com




Info from system administrator

Router-gateway

(192.168.238.2)
Patrick Lisa John Harry
Debian Ubuntu CentOS Manjaro
(192.168.238.128) (192.168.238.129) (192.168.238.130) (192.168.238.131)




Network configuration (Debian)

‘i Applications Menu & Terminal - patrick@debi... I = 06:31 S patrick

Terminal - patrick@debian: ~

$ whoami
patrick
patr ebian:~% hostname
debia
patrick@debian:~$% /sbin/ifconfig
eth@ Link encap:Ethernet HWaddr 00:0c:29:04:9c:a3
i inet addr:192.168.238.128 Bcast:192.168.238.255 Mask:255.255.255.0
.. inet6 addr: fe80::20c:29ff:fe0@4:9ca3/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:18661 errors:2 dropped:1 overruns:0 frame:0
TX packets:15051 errors:@ dropped:0 overruns:0@ carrier:0
= collisions:0 txqueuelen:1000
RX bytes:11153903 (10.6 MiB) TX bytes:409421@ (3.9 MiB)

- Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:8 errors:0 dropped:0@ overruns:0® frame:0
TX packets:8 errors:0 dropped:0@ overruns:0 carrier:0
collisions:0® txqueuelen:0

RX bytes:480 (480.0 B) TX bytes:480 (480.0 B)

@debian:~%




Network configuration (Ubuntu)

Terminal Terminal File Edit View Search Terminal Help LI E 4)) 12:39 {F

Qf lisa@ubuntu: ~

lisa@ubuntu:~$ whoami

lisa

lisa@ubuntu:~$ hostname

ubuntu

lisa@ubuntu:~$S /sbin/ifconfig

enol6777736 Link encap:Ethernet HWaddr 00:0c:29:a4:63:4f
inet addr:192.168.238.129 Bcast:192.168.238.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fead:634f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:26672 errors:0 dropped:® overruns:® frame:0
TX packets:9779 errors:® dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:1000
RX bytes:27343635 (27.3 MB) TX bytes:1610668 (1.6 MB)

@O ne

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:2086 errors:® dropped:@ overruns:® frame:@
TX packets:2086 errors:® dropped:@ overruns:® carrier:0
collisions:® txqueuelen:®

RX bytes:217864 (217.8 KB) TX bytes:217864 (217.8 KB)

lisa@ubuntu:~$ I

¥ 0 = D




Network configuration (CentOS)

W) 2 Tuel2:41

€ john

a* Applications Places

home

john@osboxes:~

i File Edit View Search Terminal Help

[john@centos ~]$ whoami
john
[john@centos ~]$ hostname
centos
[john@centos ~1$ /sbin/ifconfig
enol6777760: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 15060
inet 192.168.238.130 netmask 255.255.255.0 broadcast 192.168.238.255
inet6 fe80::20c:29ff:fe2f:be8c prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:2f:be:8c txqueuelen 1000 (Ethernet)
RX packets 227254 bytes 269062293 (256.5 MiB)
RX errors © dropped @ overruns @ frame 0O
TX packets 77603 bytes 11734307 (11.1 MiB)
TX errors 0 dropped O overruns @ carrier 0 collisions 0O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen @ (Local Loopback)
RX packets 722 bytes 58242 (56.8 KiB)
RX errors © dropped 0@ overruns @ frame 0O
TX packets 722 bytes 58242 (56.8 KiB)
TX errors O dropped 0 overruns @ carrier 0 collisions 0@

[john@centos ~]$



Network configuration (Manjaro)

Wasteb...

Terminal - harry@manjaro:/home/harry

q File
[harry@manjaro ~]$ whoami
harry

[harry@manjaro ~]1$ hostname
manjaro

[harry@manjaro ~]1$ /sl
enol6777760:

Edit View Terminal Tabs Help

AN
o

ether 0
RX pac bytes

X errors @ dropped 0
TX packets 1203 bytes
TX errors 0

BACK , RUNNING>
i

ST, RUNNING, MULT

dropped 0 overruns

X 64
1000
(5.8 MiB)
frame
KiB)
carrier @

mtu

tmask 255.0.0.0

n 128

scopeid Ox10<host>

(Local Loopback)
0 (0.0 B)

d © overruns 0

frame 0

0 (0.0 B)

O dropped O overruns 0

[harry@manjaro ~1%

carrier 0

U ST> mtu 1500
2 broadcast 1

scopeid 0x20<link>

(Ethernet)

collisions 0@

Ty dF 12:44




List of case participants

Name and role Operating IP address HW address
system

Patrick Debian 8.2 192.168.238.128 |00:0c¢:29:04:9c:a3

Lisa Ubuntu 15.10 [192.168.238.129 |00:0c:29:a4:63:4f

John Cent0S 7.1 192.168.238.130 [00:0c:29:2f:be:8c

Harry

Manjaro 15.9

192.168.238.131

00:0c¢:29:89:74:8b




